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TRENDS IN DATA 
BREACHES

There are four key paths leading to your assets: Credentials, Phishing, 
Exploiting Vulnerabilities, and Botnets. These four pervade all areas of 
recently reported breaches, and no organization is safe without a plan to 
handle them all.

2Source: Verizon Data Breach Investigation Report



TRENDS IN DATA BREACHES

This past year illustrated how 
one key supply chain breach 
can lead to wide ranging 
consequences. Supply chain 
was responsible for 62% of 
System Intrusion incidents this 
year. 

3Source: Verizon Data Breach Investigation Report



TRENDS IN DATA 
BREACHES

This past year, ransomware has continued an upward trend 
with an almost 13% increased use in compromises, for a 
total of 25%.
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Source: Verizon Data Breach Investigation Report



TRENDS IN DATA 
BREACHES

The human element continues to 
drive breaches. This year 82% of 
breaches involved the human 
element. Whether it is the Use of 
stolen credentials, Phishing, 
Misuse, or simply an Error, 
people continue to play a very 
large role in incidents and 
breaches alike.
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Source: Verizon Data Breach Investigation Report



TRENDS IN DATA 
BREACHES

Payment data is on the 
decline.  The top two data 
types under attack are 
credentials and personal 
data, since they can be 
reused in other attacks.

6Source: Verizon Data Breach Investigation Report
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PUBLIC 
SECTOR 
TRENDS

78% external threat actors 
22% internal threat actors

Actor motives:  80% Financial 
and 18% Espionage

Personal data and credentials 
are the most sought-after data

Source: Verizon Data Breach Investigation Report



PUBLIC SECTOR TRENDS
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Source: Verizon Data Breach Investigation Report



PUBLIC SECTOR TRENDS
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CYBERSECURITY POP QUIZ

What percentage of breaches involve a form of phishing?

A. 43%

B. 22%

C. 91%

D. 78%

10Source: Verizon Data Breach Investigation Report



CYBERCRIME FINANCIAL IMPACT
(COST PER RECORD, BY INDUSTRY)

11Source: Ponemon Institute Cost of a Breach Report



CYBERCRIME FINANCIAL IMPACT
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Source: Federal Bureau of Investigation



CYBERCRIME FINANCIAL IMPACT
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Costs of 
Cybercrime

1.5 Trillion USD (2021)

1% of global GDP

$8.9M average cost of US 
breach

Source: Federal Bureau of Investigation



TRENDS IN DATA BREACHES

14Source: Verizon Data Breach Investigation Report

Amount of time to detect a breach from the point of compromise.



CYBERSECURITY POP QUIZ

Which of the following is an example of two-factor authentication?  Your Username & 
Password and…

A. Answering two personal questions to confirm your identity

B. Typing two unique words based on CAPTCHA images

C. Entering a password after viewing a unique security image

D. Entering a unique one-time code that has been sent via SMS
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CASE STUDY 1:  SOLARWINDS BREACH

In December 2020, cybersecurity firm 
FireEye announced that it was subject to a 
state-sponsored attack.

During a forensic investigation, FireEye 
learned that the compromise was a part of a 
much larger breach of SolarWind’s Orion 
software.
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CASE STUDY 1: SOLARWINDS BREACH

The Washington Post reported that FireEye 
attributed the breach to APT29, a state-
sponsored Russian hacking group.

Evidence suggests that APT29 is 
associated with the Russian Foreign 
Intelligence Service (SVR).

Code name:  “Cozy Bear"
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CASE STUDY 1: SOLARWINDS BREACH

 SolarWinds is one of the world’s largest developers of network monitoring tools.  

 Between March 2020 and June 2020, SolarWinds released several versions of its flagship 
product, Orion.

 The attackers modified a plug-in that is distributed as part of Orion platform updates. The 
trojanized component contains a backdoor that communicates with third-party servers controlled 
by the attackers.

 The malware is known as “Sunburst”
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CASE STUDY 1: SOLARWINDS BREACH

 After an initial dormant period of up to two weeks, the malware retrieves and executes commands 
that include the ability to transfer files, execute files, profile the system, reboot the machine, and 
disable system services.

 The malware masquerades its network traffic as an Orion protocol and stores reconnaissance 
results that blend in with legitimate SolarWinds activity. 

 The attackers kept their footprint very low, preferring to steal and use credentials to perform lateral 
movement through the network and establish legitimate remote access. The backdoor was used to 
deliver a lightweight malware dropper, which loads directly in memory and does not leave traces 
on the disk. 
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TIMELINE OF THE BREACH

APT accesses 
SolarWinds

APT injects test code 
and begins trial run

SUNBURST compiled 
and deployed

Hotfix 5 DLL 
available to 
customers

SolarWinds 
releases several 
versions of Orion

SolarWinds is 
notified of 
SUNBURST

SolarWinds 
releases patch

US-CERT alert 
issued

9/4/2019 9/12/2019 2/20/2020 3/26/2020 April/May 2020 12/12/2020 12/15/2020 12/17/2020



CASE STUDY 1: SOLARWINDS BREACH

SolarWinds Customers:

 425 of the US Fortune 500

 The Top 10 US Telecom Companies

 All Branches of the US Military

 The Pentagon

 The State Department

Open-source detection tools have been released to the public and new versions of Orion have removed the 
vulnerability.
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CASE STUDY 1: SOLARWINDS BREACH

Four days after the SolarWinds breach was 
announced, a news organization reported that the 
City of Austin was subject to a breach due to the 
SolarWinds vulnerability based on intelligence from 
Microsoft.

Russian APT Berserk Bear is suspected to be 
behind the attack.  The City of Austin confirmed 
that it was one of many municipalities involved in a 
federal investigation, but maintained that no loss 
of personal information occurred.
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CYBERSECURITY POP QUIZ

What is the first step that you should take if you are the victim of a ransomware attack.

A. Pay the ransom.

B. Report the attack to your local FBI office.

C. Disconnect the device from the network.

D. Restore your production systems to your most recent backup.

E. Attack your device with a baseball bat.
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CASE STUDY 2: BROWARD COUNTY PUBLIC SCHOOLS

On March 9, 2021, Broward County Public 
Schools first discovered that it was breached 
after a ransomware attack.  In an attempt to 
recover the data, the District attempted to 
negotiate with the cybercriminals.

The investigation concluded that 50,000 
records of employees and students were at 
risk.
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CASE STUDY 2: BROWARD COUNTY PUBLIC SCHOOLS

The School District was subject to a Conti 
Ransomware attack, which was originated and 
distributed by a Russian cybercrime group named 
Wizard Spider.

The group uses phishing attacks to install a TrickBot
and Loader Trojans to obtain remote access to 
infected machines.  The email supposedly comes 
from a trusted sender and uses a link to a Google 
Drive document, which deploys a malicious payload 
when downloaded.

The group uses a double extortion scheme against 
its victims.
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CASE STUDY 2: BROWARD COUNTY PUBLIC SCHOOLS

 The school district first discovered the data breach on March 7, 2021. After the 
district learned of the incident, it issued a notice that it secured the systems 
involved and commenced an investigation.

 On March 9, employees received a notice saying certain programs had been shut 
down temporarily due to recently identified cybersecurity risks.  On March 11, the 
hackers told the district they had personal data of students and employees. 

 The District acknowledged the ransomware attack on March 31, after hackers 
posted a transcript of failed ransom negotiations online, and the district received 
more media inquiries. 
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CASE STUDY 2: BROWARD COUNTY PUBLIC SCHOOLS

 The hackers demanded as much as $40 million, and the district offered $500,000, but no ransom was 
paid. 

 Broward school district officials learned on June 29th that the hackers had access to employee health 
plan information.

 The school district didn’t report the information it had learned in June with the state or federal 
government, those affected or the public for 154 days.

 The District reported that an investigation took place, but a written report was never issued due to 
confidentiality reasons.
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RANSOMWARE IN LOCAL GOVERNMENT

 Over the past five years, there were a total of 1,331 publicly disclosed ransomware attacks 
involving 1,123 school districts across the nation.

 The majority of school districts and municipalities do not pay the ransom, however recovering is 
costly.
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CASE STUDY 3: ISD EMAIL COMPROMISE

Local ISD email compromise for $125,000 

 What happened:

 Director of Finance gets an email from the CFO asking to transfer funds to a new vendor.

 The email included correspondence between the CFO and the new vendor discussing the initial payment 
and a change in payment instructions.

 Emails from the vendor claimed that the original bank account had been closed, which included a forged 
account closing letter.

 The Director of Finance released the funds.

 Three weeks later, the vendor inquired about the payment claiming it was never received.
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CASE STUDY 3: WHAT WENT WRONG

 Multi-factor authentication (MFA) was rolled out one year prior, but it was made optional to 
employees.

 The CFO never enabled MFA and the email account was hacked by using a remote access 
terminal.

 The bad actor setup a rule to automatically delete any emails sent from the attacker. 

 After one to two weeks of monitoring the CFO’s emails, the attacker created a scheme using 
intelligence from email monitoring.

 There was a lack of call back procedures for payment instruction changes.
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ELECTRONIC VENDOR FRAUD ATTACK 
METHODS

Domain Impersonation

Domain Impersonation



ELECTRONIC VENDOR FRAUD ATTACK 
METHODS

Spoofing

The attacker modifies the 
sender’s email address to 
identically match a trusted 
source.

Spoofing

The attacker 
modifies the 
sender’s email 
address to 
identically match 
a trusted source.
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LOCAL 
GOVERNMENT 
CYBERSECURITY 
LEGISLATION

In 2021, Gov. Abbott signed a bill into law that penalizes local 
governments for failing to comply with State Cybersecurity Training 
Requirements.

 To apply for a grant, a local government must include a written 
certification of the entity’s compliance with training requirements.  
If a grant has been awarded for a non-compliant entity, that entity 
must repay the awarded amount to the state.

 Applies to local government employees, elected officials, and 
appointed officials who use local government computer systems 
for at least 25% of their responsibilities.

 Annual certification of training (effective September 1, 2021 and 
due August 31 of each year thereafter).
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CYBERSECURITY POP QUIZ

Which of the following password policies is considered to be more secure:

A. 8 character password with special characters changed every 3 months.

B. 16 character password with special characters changed every year.
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CYBERSECURITY POP QUIZ
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CYBERSECURITY BEST PRACTICES: “TOP 10”

1. Cybersecurity Governance 

2. Data Classification and Mapping

3. Third-Party Risk Management

4. Security Awareness Training

5. Incident Response Planning

6. Asset Inventory

7. Vulnerability Management

8. Restriction of privileged access

9. Perimeter defenses and anti-malware

10. Recoverability
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VENDOR MAINTENANCE BEST PRACTICES
 Email sandboxing for all inbound emails & MFA.

 Corroborate all request for changes to vendor address and/or banking information by phone, NOT email. Use 
previously known numbers you know are correct and not the numbers provided in an email or text request. 

 Revise forms to require vendors to provide BOTH old and new bank routing and account numbers or billing 
addresses when requesting a bank change or a payment mailing change.

 Remove vendor change forms from website. Have vendors contact staff directly for forms.

 Consider two-party sign-off on payment instructions.

 Require documentation (specific forms/voided checks/bank letters).

 Conduct end user training.

 Incident response planning.
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